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(57) ABSTRACT

Systems, methods, and other embodiments associated with
resource description framework (RDF) security are
described. One example method includes generating, based
on sensitivity labels associated with the contents of a triple in
an RDF record, a sensitivity label. The example method may
also include comparing the sensitivity label to an access label
associated with an entity requesting an action associated with
the record to be performed. The example method may also
include performing the action upon determining that the
entity has sufficient permission to request the action.
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1
RESOURCE DESCRIPTION FRAMEWORK
SECURITY

BACKGROUND

Data security is a primary concern in some fields. For
example, in the medical field, the Health Insurance Portabil-
ity and Accountability Act (HIPAA) regulates how a patient’s
medical records can be accessed. In another example, a com-
pany may have authorization levels and departmental restric-
tions that control how employees are able to access informa-
tion related to the company’s projects. Conventionally, a
relational data model, where data is contained in rows of one
ormoretables, may be used to store data. To prevent improper
use of this stored data, data protection may be provided by a
combination of row level and column level security labels.
These labels may control access to the corresponding data. A
user querying for data may have an access label. A user may
be given an access label by an administrator based on, for
example, the role of the user in the company. The access label
may be compared with data sensitivity labels associated with
data the user attempts to access. The user may then be pro-
vided with the requested data if the access label associated
with the user meets or exceeds a threshold dictated by the row
level and/or column level sensitivity labels associated with
the data.

Table-based data structures, as described above, are con-
ventionally used for storing highly structured data. In situa-
tions where the data is less structured, and/or the structure is
not known in advance, table-based storage may not be suit-
able. For example, in a database where information is sparse,
the relational model may not efficiently handle some queries.
In another example, a company may find it advantageous to
be able to quickly associate properties with individual entries
in a database without multiplicatively increasing the storage
requirement of the database. In the above examples, a data-
base using the resource description framework (RDF) data
model for data storage may be more efficient.

Conventional databases using the RDF model contain a
series of records. An RDF record may include an RDF triple
comprising a subject value, an object value, and a predicate
value. The predicate value may describe a relationship
between the subject value and the object value. An RDF
record may also include other information associated with the
triple (e.g. creation date, creator, modification information,
etc.). RDF databases provide limited data security capabili-
ties, which in turn limits their applicability for use in a broader
array of tasks.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings, which are incorporated in
and constitute a part of the specification, illustrate various
example systems, methods, and other example embodiments
of'various aspects of the invention. It will be appreciated that
the illustrated element boundaries (e.g., boxes, groups of
boxes, or other shapes) in the figures represent one example of
the boundaries. One of ordinary skill in the art will appreciate
that in some examples one element may be designed as mul-
tiple elements or that multiple elements may be designed as
one element. In some examples, an element shown as an
internal component of another element may be implemented
as an external component and vice versa. Furthermore, ele-
ments may not be drawn to scale.

FIG. 1 illustrates one embodiment of a method associated
with RDF security.
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FIG. 2 illustrates one embodiment of a method associated
with RDF security.

FIG. 3 illustrates one embodiment of a method associated
with RDF security.

FIG. 4 illustrates one embodiment of a method associated
with RDF security.

FIG. 5 illustrates one embodiment of a system associated
with RDF security.

FIG. 6 illustrates one embodiment of a system associated
with RDF security.

FIG. 7 illustrates one embodiment of a computing environ-
ment in which example systems and methods, and equiva-
lents, may operate.

FIG. 8 illustrates one embodiment of a an RDF record.

FIG. 9 illustrates one embodiment of a method associated
with RDF security.

DETAILED DESCRIPTION

Typically, RDF databases may not provide data security,
for example, by managing sensitivity labels, that would make
them appropriate for a broader array of tasks. This may be in
part because it may be difficult to secure data associated with
an individual triple in a record without affecting other unre-
lated records in the database. Further, RDF databases allow
additional relationships to be inferred from multiple triples.
Selecting an appropriate sensitivity label for an inferred rela-
tionship may also be a limiting factor in the use of the RDF
data model.

Example systems and methods associated with resource
description framework (RDF) security are described. One
example method includes the ability to set a sensitivity label
for each resource in the RDF repository and restrict its usage,
in asserting new triples as well as in forming a result set for
user queries, based on its position in each triple. A resource is
considered a component of an RDF triple when it appears in
the triple’s subject, predicate or object position. The example
method includes generating a sensitivity label when a record
containing the triple is added to or modified in an RDF data-
base. The sensitivity label may be derived from sensitivity
labels associated with component resources of the triple. Sen-
sitivity labels associated with these resources may facilitate
restricting the usage of these resources in the database.

For example, when an attempt is made to create a record
with a new triple containing a resource, one example method
may determine whether the entity creating the record is per-
mitted to access the resource. Further, a sensitivity label may
be generated for the triple by examining sensitivity labels
associated with components of the triple. For example, a
resource identified by a subject value may have a first set of
restrictions, a resource identified by a predicate value may
have a second set of restrictions, and a resource identified by
an object value may have a third set of restrictions. Generat-
ing a sensitivity label for a triple that includes the subject
value, the predicate value, and the object value may include
selecting the set of restrictions that provides the greatest
security for the resulting triple. Generating the sensitivity
label may also include combining the three sets of restrictions
to create a sensitivity label that covers all the restrictions
imposed by the individual sets. A record including the triple
and the sensitivity label may then be inserted into the data-
base. In another example method, access permissions may be
checked when an entity attempts to access a record containing
a triple associated with a sensitivity label. Thus, access to a
triple with a sensitivity label may be restricted to entities that
have appropriate access privileges.
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Sensitivity labels associated with resources may facilitate
restricting entities with insufficient access privileges from
creating new records containing those resources. Thus, when
an entity attempts to add a record to the RDF database, one
example method may determine whether the entity has suffi-
cient access permission to perform the addition based on
sensitivity labels associated with component resources in the
triple of the record being added. If the entity is found to not
have sufficient permission to insert the record, the addition
may be blocked. If the entity is found to have sufficient
permission, the example method may perform the requested
addition by adding a record to the RDF database. This record
may contain a triple and a sensitivity label generated based on
sensitivity labels associated with components of the triple. In
one example, the sensitivity label may be generated to meet
and/or exceed sensitivity labels associated with the resources.
This record, containing both the sensitivity label and the
triple, may allow requests that identify the triple to simply
compare an access label associated with a requester to the
sensitivity label without having to regenerate the label. How-
ever, if sensitivity labels associated with subject values,
predicate values, and object values are regularly modified, a
new sensitivity label may be generated when a triple is
accessed. A person having ordinary skill in the art can see how
there may be other situations in which it may be desirable to
re-generate a sensitivity label when a triple is accessed.

Some databases using the RDF data model have the addi-
tional functionality of allowing triples and/or records to be
derived when a set of triples and/or records completes a
pattern. For example, if a first triple identifies John as the child
of Jane, and a second triple identifies Jane as the sister of
Sandra, a third triple could be derived identitying Sandra as
the aunt of John. In some cases, a record containing the
inferred triple may be automatically added to an RDF data-
base. One example method describes generating an appropri-
ate sensitivity label for a derived triple based on a guideline
identified by the pattern. Thus, access to inferred triples may
also be restricted to users with appropriate access labels. This
may provide a uniform access control mechanism that may
secure both triples that are explicitly added to a database, and
triples that are inferred.

The following includes definitions of selected terms
employed herein. The definitions include various examples
and/or forms of components that fall within the scope of a
term and that may be used for implementation. The examples
are not intended to be limiting. Both singular and plural forms
of terms may be within the definitions.

29 <

References to “one embodiment”, “an embodiment”, “one
example”, “an example”, and so on, indicate that the embodi-
ment(s) or example(s) so described may include a particular
feature, structure, characteristic, property, element, or limita-
tion, but that not every embodiment or example necessarily
includes that particular feature, structure, characteristic,
property, element or limitation. Furthermore, repeated use of
the phrase “in one embodiment” does not necessarily refer to
the same embodiment, though it may.

ASIC: application specific integrated circuit.

CD: compact disk.

CD-R: CD recordable.

CD-RW: CD rewriteable.

DVD: digital versatile disk and/or digital video disk.

HTTP: hypertext transfer protocol.

LAN: local area network.

PCI: peripheral component interconnect.

PCIE: PCI express.

RAM: random access memory.

DRAM: dynamic RAM.

2 <
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SRAM: static RAM.

ROM: read only memory.

PROM: programmable ROM.

SQL: structured query language.

OQL: object query language.

USB: universal serial bus.

XML.: extensible markup language.

WAN: wide area network.

“Computer component”, as used herein, refers to a com-
puter-related entity (e.g., hardware, firmware, software in
execution, combinations thereof). Computer components
may include, for example, a process running on a processor, a
processor, an object, an executable, a thread of execution, and
a computer. A computer component(s) may reside within a
process and/or thread. A computer component may be local-
ized on one computer and/or may be distributed between
multiple computers.

“Computer communication”, as used herein, refers to a
communication between computing devices (e.g., computer,
personal digital assistant, cellular telephone) and can be, for
example, a network transfer, a file transfer, an applet transfer,
an email, an HTTP transfer, and so on. A computer commu-
nication can occur across, for example, a wireless system
(e.g., IEEE 802.11), an Ethernet system (e.g., IEEE 802.3), a
token ring system (e.g., IEEE 802.5), a LAN, a WAN, a
point-to-point system, a circuit switching system, a packet
switching system, and so on.

“Computer-readable medium”, as used herein, refers to a
medium that stores signals, instructions and/or data. A com-
puter-readable medium may take forms, including, but not
limited to, non-volatile media, and volatile media. Non-vola-
tile media may include, for example, optical disks, magnetic
disks, and so on. Volatile media may include, for example,
semiconductor memories, dynamic memory, and so on. Com-
mon forms of a computer-readable medium may include, but
are not limited to, a floppy disk, a flexible disk, a hard disk, a
magnetic tape, other magnetic medium, an ASIC, a CD, other
optical medium, a RAM, a ROM, a memory chip or card, a
memory stick, and other media from which a computer, a
processor or other electronic device can read.

In some examples, “database” is used to refer to a table. In
other examples, “database” may be used to refer to a set of
tables. In still other examples, “database” may refer to a set of
data stores and methods for accessing and/or manipulating
those data stores.

“Data store”, as used herein, refers to a physical and/or
logical entity that can store data. A data store may be, for
example, a database, a table, a file, a data structure (e.g. a list,
a queue, a heap, a tree) a memory, a register, and so on. In
different examples, a data store may reside in one logical
and/or physical entity and/or may be distributed between two
or more logical and/or physical entities.

“Logic”, as used herein, includes but is not limited to
hardware, firmware, software in execution on a machine,
and/or combinations of each to perform a function(s) or an
action(s), and/or to cause a function or action from another
logic, method, and/or system. Logic may include a software
controlled microprocessor, a discrete logic (e.g., ASIC), an
analog circuit, a digital circuit, a programmed logic device, a
memory device containing instructions, and so on. Logic may
include one or more gates, combinations of gates, or other
circuit components. Where multiple logical logics are
described, it may be possible to incorporate the multiple
logical logics into one physical logic. Similarly, where a
single logical logic is described, it may be possible to distrib-
ute that single logical logic between multiple physical logics.
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An “operable connection”, or a connection by which enti-
ties are “operably connected”, is one in which signals, physi-
cal communications, and/or logical communications may be
sent and/or received. An operable connection may include a
physical interface, an electrical interface, and/or a data inter-
face. An operable connection may include differing combi-
nations of interfaces and/or connections sufficient to allow
operable control. For example, two entities can be operably
connected to communicate signals to each other directly or
through one or more intermediate entities (e.g., processor,
operating system, logic, software). Logical and/or physical
communication channels can be used to create an operable
connection.

“Query”, as used herein, refers to a semantic construction
that facilitates gathering and processing information. A query
may be formulated in a database query language (e.g., SQL),
an OQL, a natural language, and so on.

“Signal”, as used herein, includes but is not limited to,
electrical signals, optical signals, analog signals, digital sig-
nals, data, computer instructions, processor instructions,
messages, a bit, a bit stream, and so on, that can be received,
transmitted and/or detected.

“Software”, as used herein, includes but is not limited to,
one or more executable instruction that cause a computer,
processor, or other electronic device to perform functions,
actions and/or behave in a desired manner. “Software” does
not refer to stored instructions being claimed as stored
instructions per se (e.g., a program listing). The instructions
may be embodied in various forms including routines, algo-
rithms, modules, methods, threads, and/or programs includ-
ing separate applications or code from dynamically linked
libraries.

“User”, as used herein, includes but is not limited to one or
more persons, software, logics, computers or other devices, or
combinations of these.

The terms “contain”, “store”, and so on, as employed
herein (e.g., a data store to store a value, a signal containing a
datum), are not intended to limit a storing element or a con-
taining element to directly hold a stored element or a con-
tained element. A storing element may hold an identifier (e.g.,
a pointer, a reference, a handle) that indicates a location of a
stored element. A storing element may also hold an identifier
that indicates a location of a data structure that holds the
stored element.

Some portions of the detailed descriptions that follow are
presented in terms of algorithms and symbolic representa-
tions of operations on data bits within a memory. These algo-
rithmic descriptions and representations are used by those
skilled in the art to convey the substance of their work to
others. An algorithm, here and generally, is conceived to be a
sequence of operations that produce a result. The operations
may include physical manipulations of physical quantities.
Usually, though not necessarily, the physical quantities take
the form of electrical or magnetic signals capable of being
stored, transferred, combined, compared, and otherwise
manipulated in a logic, and so on. The physical manipulations
create a concrete, tangible, useful, real-world result.

It has proven convenient at times, principally for reasons of
common usage, to refer to these signals as bits, values, ele-
ments, symbols, characters, terms, numbers, and so on. It
should be borne in mind, however, that these and similar
terms are to be associated with the appropriate physical quan-
tities and are merely convenient labels applied to these quan-
tities. Unless specifically stated otherwise, it is to be appre-
ciated that throughout the description, terms including
processing, computing, determining, and so on, refer to
actions and processes of a computer system, logic, processor,
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or similar electronic device that manipulates and transforms
data represented as physical (electronic) quantities.

Example methods may be better appreciated with refer-
ence to flow diagrams. For purposes of simplicity of expla-
nation, the illustrated methodologies are shown and described
as a series of blocks. However, it is to be appreciated that the
methodologies are not limited by the order of the blocks, as
some blocks can occur in different orders and/or concurrently
with other blocks from that shown and described. Moreover,
less than all the illustrated blocks may be required to imple-
ment an example methodology. Blocks may be combined or
separated into multiple components. Furthermore, additional
and/or alternative methodologies can employ additional, not
illustrated blocks.

FIG. 1 illustrates one embodiment of a method 100 asso-
ciated with resource description framework (RDF) security.
Method 100 includes, at 110, receiving an insert request. The
insert request may identify a subject value, a predicate value,
and an object value. The predicate value may describe a
relationship between the subject value and the object value.
The insert request may be received from an entity. The entity
may be a user, a logic, and so on. For example, an insert
request may identify “John” as a subject value, “123456789”
as an object value, and “has credit card number” as a predicate
value, thereby signifying that John has a credit card numbered
123456789.

Method 100 also includes, at 120, generating a sensitivity
label. The sensitivity label may be generated based on a
sensitivity label associated with the subject value, a sensitiv-
ity label associated with the predicate value, and/or a sensi-
tivity label associated with the object value. The three sensi-
tivity labels may be different sensitivity labels. The sensitivity
label associated with the subject value, the sensitivity label
associated with the predicate value, and the sensitivity label
associated with the object value may be obtained from a
sensitivity label data store. This data store may associate
values representing RDF resources with sensitivity labels,
and may be maintained by a security administrator or a privi-
leged user. For example, the “John” value may be associated
with a first sensitivity label limiting information in triples
containing the “John” value to be viewable and/or modifiable
by only John and his parents. Further, the “has credit card
number” value may be associated with a second sensitivity
label limiting information in triples containing the “has credit
card number” value to be viewable and/or modifiable by only
the named person and that person’s banks. In one example,
generating the triple sensitivity label may include selecting
the sensitivity label associated with the subject value, the
sensitivity label associated with the predicate value, or the
sensitivity label associated with the object value. The selec-
tion may be based, for example, on which sensitivity label has
the most restrictive security. In another example, generating
the triple sensitivity label may include combining a portion of
the sensitivity label associated with the subject value, a por-
tion of the sensitivity label associated with the predicate
value, and/or a portion of the sensitivity label associated with
the object value. The portions may be selected and combined
to provide the triple sensitivity label the most restrictive secu-
rity. Thus, a triple sensitivity label generated for a triple
containing both the “John” value and the “has credit card
number” value may signify that only John should be able to
view and/or modify the triple. A person having ordinary skill
in the art can see how additional combinations of sensitivity
labels and/or portions thereof may be combined to generate a
triple sensitivity label.

Method 100 also includes, at 130, adding an added record
to an RDF database. The added record may be added to the
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RDF database by inserting the added record into the RDF
database and/or updating a record in the RDF database. The
added record may include the triple sensitivity label and a
triple comprising the subject value, the predicate value, and
the object value. In one example, the record may be added
upon determining that an access label associated with the
entity satisfies a security standard determined by the triple
sensitivity label. Thus, an error may be returned if the access
label associated with the entity does not satisfy the security
standard determined by the triple sensitivity label. In another
example, if a triple in a record is being modified, a sensitivity
label associated with this triple may be compared to an access
label associated with the entity to determine if the entity has
sufficient permission to overwrite the original triple. This
may be in addition to determining if the entity has permission
to perform the modification with regard to the triple being
added.

By way of illustration, John may need to change his credit
card number in a database. Upon requesting the modification,
a triple sensitivity label may be compared to John’s authori-
zations at which point the modification would be approved.
However, if a person who is not John were to request the
modification, that person would likely not be found to have
sufficient permission and the change would not be authorized.
While using a triple sensitivity label to authorize access to a
triple in an RDF record is described, a person having ordinary
skill in the art can see how the triple sensitivity label may be
utilized to authorize access to portions of the RDF record that
are not the triple.

While FIG. 1 illustrates various actions occurring in serial,
it is to be appreciated that various actions illustrated in FIG. 1
could occur substantially in parallel. By way of illustration, a
first process could receive an insert request, a second process
could generate a triple sensitivity label, and a third process
could add a record to an RDF database. While three processes
are described, it is to be appreciated that a greater and/or
lesser number of processes could be employed and that light-
weight processes, regular processes, threads, and other
approaches could be employed.

In one example, a method may be implemented as com-
puter executable instructions. Thus, in one example, a com-
puter-readable medium may store computer executable
instructions that if executed by a machine (e.g., processor)
cause the machine to perform a method. While executable
instructions associated with the above method are described
as being stored on a computer-readable medium, it is to be
appreciated that executable instructions associated with other
example methods described herein may also be stored on a
computer-readable medium.

In one example, data structures may be constructed that
facilitate storing data on a computer-readable medium and/or
in a data store. Thus, FIG. 8 illustrates how a computer-
readable medium may store an RDF record as a data structure
800 that includes, a subject field 810 containing data repre-
senting a subject value of a triple, an predicate field 820
containing data representing an predicate value of the triple,
and a object field 830 containing data representing object
value of the triple. With this “raw” data available, the RDF
record may also include a triple sensitivity field 840 contain-
ing data representing a triple sensitivity label that is derived
from data located in the subject field 810, the predicate field
820, and/or the object field 830. The triple sensitivity label
may control access to the triple and its components. While
four fields are described, it is to be appreciated that a greater
and/or lesser number of fields could be employed.

FIG. 9 illustrates one embodiment of a method 900 asso-
ciated with RDF security. Method 900 includes several
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actions similar to those described in connection with method
100 (FIG. 1). For example, method 900 includes receiving an
insert request at 910, generating a sensitivity label at 920, and
adding a record at 930. However, method 900 includes addi-
tional actions.

Method 900 includes, at 915, determining whether the
entity has sufficient access to manipulate the resources iden-
tified by the insert request. The entity may be found to not
have sufficient access if an access label associated with the
entity does not satisfy a security standard determined by
sensitivity labels associated with the resources of which the
entity is requesting manipulation. If the entity is found to have
sufficient access, method 900 may proceed as explained
above, by generating a sensitivity label at 920 and adding a
record to an RDF database at 930. If, however, the entity is not
found to have sufficient access, method 900 may proceed by
raising an error at 940. In one example, raising an error at 940
may include notitying the entity that the entity does not have
sufficient access to manipulate the resources identified in the
insert request. In another example, raising an error at 940 may
include notifying a security manager or privileged user thatan
inappropriate data manipulation has been requested.

FIG. 2 illustrates one embodiment of a method 200 asso-
ciated with RDF security. Method 200 includes several
actions similar to those described in connection with method
100 (FIG. 1). For example, method 200 includes receiving an
insert request at 210, generating a sensitivity label at 220, and
adding a record at 230. However, method 200 includes addi-
tional actions.

Method 200 includes, at 240, adding an inference pattern to
the RDF database. An inference pattern may describe a set of
conditions that, if satisfied by one or more records, allow one
or more additional records to be derived. For example, if a
triple in a first record identifies John as the child of Jane, and
a triple in a second record identifies Jane as the sister of
Sandra, a triple could be derived identifying Sandra as the
aunt of John. Method 200 also includes, at 250, generating an
inferred triple. Generating the inferred triple may include
selecting an inferred subject value from a value from a triple
in a first RDF record or a value identified by the inference
pattern. Generating the inferred triple may also include
selecting an inferred predicate value from a value from a triple
in a second RDF record or a value identified by the inference
pattern. Generating the inferred triple may also include
selecting an inferred object value from a value from a triple in
a third RDF record or a value identified by the inference
pattern. The first record, the second record, and/or the third
record, may be the same record.

Generating the inferred triple may also include selecting an
inferred sensitivity label based on a sensitivity guideline iden-
tified by the inference pattern. In one example, the sensitivity
guideline may identify one of, a sensitivity label, a sensitivity
label associated with the inferred subject value, a sensitivity
label associated with the inferred predicate value, a sensitivity
label associated with the inferred object value, a sensitivity
label associated with the inference pattern, and so on. In
another example, the sensitivity guideline may identify a
heuristic for selecting a sensitivity label from a set of sensi-
tivity labels identified by the sensitivity guideline. The sen-
sitivity guideline may, for example, identify a heuristic that
causes the most or least restrictive sensitivity label from the
set of sensitivity labels identified to be selected. The heuristic
may be implemented by a security administrator using an
extensible framework to receive sensitivity labels for inferred
triple components and to create a sensitivity label for the
inferred triple. The heuristic may generate a unique sensitiv-
ity label that is different from a sensitivity label associated
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with the inference pattern, a sensitivity label associated with
the inferred subject value, a sensitivity label associated with
the inferred predicate value, a sensitivity label associated with
the inferred object value, and a sensitivity label associated
with a record from which an element of the inferred record is
derived. Method 200 also includes, at 260, adding a record
containing the inferred triple and the inferred sensitivity label
to the RDF database.

FIG. 3 illustrates one embodiment of a method 300 asso-
ciated with RDF security. Method 300 includes several
actions similar to those described in connection with method
100 (FIG. 1). For example, method 300 includes receiving an
insert request at 310, generating a sensitivity label at 320, and
selectively adding a record at 330. However, method 300
includes additional actions.

Method 300 includes, at 340, receiving an information
request. The information request may seek information asso-
ciated with a selected record. The information request may be
received from a requesting entity. The requesting entity may
be associated with an access label that controls what infor-
mation is available to the entity. The information request may
identify the selected record in the RDF database. The infor-
mation request may use a query language that is configured to
operate with the RDF data model (e.g., SPARQL). The
selected record may include a selected triple comprising a
selected subject value, a selected predicate value, and a
selected object value. The selected predicate value may
describe a relationship between the selected subject value and
the selected object value. The selected record may also
include a sensitivity label with which the selected triple is
associated. Method 300 also includes, at 350, providing the
selected subject value, the selected predicate value, and/or the
selected object value to the requesting entity. The providing at
350 may be performed upon determining that an access label
associated with the requesting entity satisfies a security stan-
dard determined by a sensitivity label associated with the
triple. Thus, if John were to request information regarding his
credit card number, a check would be made to determine if
John has sufficient privileges to view the information. Based
on whether John had the proper authorization to view the
information, information regarding his credit card number
may then be provided to him. Selective providing is described
in greater detail below.

FIG. 4 illustrates one embodiment of a method 400 asso-
ciated with RDF security. Method 400 includes, at 410,
receiving, an information request identifying a record in an
RDF database. The information request may bereceived from
an entity. The entity may be a user or a logic. The record may
include a triple comprising a subject value, a predicate value,
and an object value. The predicate value may describe a
relationship between the subject value and the object value.

Method 400 also includes, at 420, providing the subject
value, the predicate value, and/or the object value to the entity.
The providing at 420 may be performed upon determining
that an access label associated with the entity satisfies a secu-
rity standard determined by a sensitivity label associated with
the triple. In one example, the record may include the sensi-
tivity label. In this example, the sensitivity label may have
been previously computed and stored in the record containing
the triple. In another example, the sensitivity label may be
generated at the time of the request based on sensitivity labels
associated with components of the triple.

FIG. 5 illustrates one embodiment of a system 500 associ-
ated with resource description framework (RDF) security.
System 500 includes a data store 510 to store a set of RDF
records. An RDF record may include a triple comprising a
subject value, a predicate value, and an object value. The
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predicate value may describe a relationship between the sub-
ject value and the object value. System 500 also includes a
receipt logic 520 to receive an action request associated with
an RDF record. The action request may be received from an
entity. The action request may identify an action to be per-
formed onthe RDF record. The entity may be auser oralogic.
For example, John may request that his credit card number be
modified in the database. In another example John may seek
information relating to several records in the database that
identify him as a value.

System 500 also includes a security logic 530. Security
logic 530 may determine if the entity meets a security stan-
dard that authorizes the entity to request the action identified
by the action request. In one example security logic 530 may
determine if the entity meets the security standard by com-
paring a sensitivity label associated with a triple contained in
the RDF record to an access label associated with the entity.
This may result in the creation of a permission value that may
be examined by a logic to determine if performing the action
is authorized. In one example, the sensitivity label may have
been previously generated and stored in the RDF record. The
sensitivity label may have been previously generated based
on sensitivity labels associated with components of the triple
and stored in the record. In another example, the sensitivity
label may be generated when the action request is received.
System 500 also includes an action logic 540. Action logic
540 may selectively perform the action identified by the
action request. The selective performance of the action by
action logic 540 may be controlled by the permission value
generated by security logic 530. In one example, the action
may be adding an RDF record to the RDF data store. In
another example, the action may be providing a portion of an
RDF record to the entity from the data store. Thus, when the
receipt logic 520 receives an action request from an entity,
security logic 530 may compare an access label associated
with the entity to a sensitivity label(s) associated with com-
ponents of a triple associated with an RDF record identified
by the action request. If security logic 530 determines that the
user does not meet a security standard identified by the sen-
sitivity label(s), an action identified by the action request may
not be performed.

FIG. 6 illustrates one embodiment of a system 600 associ-
ated with RDF security. System 600 includes several items
similar to those described in connection with system 500
(FI1G. 5). For example, system 600 includes a data store 610 to
store RDF records, a receipt logic 620 to receive an action
request from an entity, a security logic 630 to determine if the
entity meets a security standard, and an action logic 640 to
selectively perform an action. However, system 600 includes
an additional element.

System 600 includes an inference logic 650. Inference
logic 650 may generate an inferred record upon determining
that a record in data store 610 completes an inference pattern.
An inference pattern describes a set of conditions that, if held
by one or more records, allow one or more additional records
to bederived. Recall that a first triple describing a relationship
between John and Jane, and a second triple describing a
relationship between Jane and Sandra, may allow a triple
describing a relationship between John and Sandra to be
derived. Generating the inferred record may include selecting
an inferred subject value from a value from a first record or a
vale identified by the inference pattern. Generating the
inferred record may also include selecting an inferred predi-
cate value from a value from a second record or a value
identified by the inference pattern. Generating the inferred
record may also include selecting an inferred object value
from a value from a third record or a value identified by the
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inference pattern. Thus, an inferred triple may be generated.
The first record, the second record, and/or the third record
may be the same record. Generating the inferred triple may
also include selecting or generating an appropriate sensitivity
label for the inferred record based on a security guideline
identified by the inference pattern. As described above, the
security guideline may identify a sensitivity label associated
with one of the components of the inferred triple, and so on.
Recall that the security guideline may identify a heuristic for
selecting or generating a sensitivity label from a set of sensi-
tivity labels identified by the security guideline.

FIG. 7 illustrates one embodiment of a computing device in
which example systems and methods described herein, and
equivalents, may operate. The example computing device
may be a computer 700 that includes a processor 702, a
memory 704, and input/output ports 710 operably connected
by a bus 708. In one example, the computer 700 may include
a security logic 730. In different examples, the security logic
730 may be implemented in hardware, software, firmware,
and/or combinations thereof. While the security logic 730 is
illustrated as a hardware component attached to the bus 708,
it is to be appreciated that in one example, the security logic
730 could be implemented in the processor 702.

Thus, security logic 730 may provide means (e.g., hard-
ware, software, firmware) for storing a set of resource
description framework (RDF) records. Security logic 730
may also provide means (e.g., hardware, software, firmware)
for receiving an action request associated with an RDF
record. Security logic 730 may also provide means (e.g.,
hardware, software, firmware) for performing an action iden-
tified by the action request upon determining that a access
label associated with the action request satisfies a security
standard associated with the RDF record. The action may be
one of, storing the RDF record and providing a piece of
information associated with the RDF record. The means asso-
ciated with security logic 730 may be implemented, for
example, as an ASIC. The means may also be implemented as
computer executable instructions that are presented to com-
puter 700 as data 716 that are temporarily stored in memory
704 and then executed by processor 702.

Generally describing an example configuration of the com-
puter 700, the processor 702 may be a variety of various
processors including dual microprocessor and other multi-
processor architectures. A memory 704 may include volatile
memory and/or non-volatile memory. Non-volatile memory
may include, for example, ROM, PROM, and so on. Volatile
memory may include, for example, RAM, SRAM, DRAM,
and so on.

A disk 706 may be operably connected to the computer 700
via, for example, an input/output interface (e.g., card, device)
718 and an input/output port 710. The disk 706 may be, for
example, a magnetic disk drive, a solid state disk drive, a
floppy disk drive, a tape drive, a Zip drive, a flash memory
card, a memory stick, and so on. Furthermore, the disk 706
may be a CD-ROM drive, a CD-R drive, a CD-RW drive, a
DVD ROM drive, a Blu-Ray drive, an HD-DVD drive, and so
on. The memory 704 can store a process 714 and/or a data
716, for example. The disk 706 and/or the memory 704 can
store an operating system that controls and allocates
resources of the computer 700.

The bus 708 may be a single internal bus interconnect
architecture and/or other bus or mesh architectures. While a
single bus is illustrated, it is to be appreciated that the com-
puter 700 may communicate with various devices, logics, and
peripherals using other busses (e.g., PCIE, 1394, USB, Eth-
ernet). The bus 708 can be types including, for example, a
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memory bus, a memory controller, a peripheral bus, an exter-
nal bus, a crossbar switch, and/or a local bus.

The computer 700 may interact with input/output devices
via the 1/o interfaces 718 and the input/output ports 710.
Input/output devices may be, for example, a keyboard, a
microphone, a pointing and selection device, cameras, video
cards, displays, the disk 706, the network devices 720, and so
on. The input/output ports 710 may include, for example,
serial ports, parallel ports, and USB ports.

The computer 700 can operate in a network environment
and thus may be connected to the network devices 720 via the
i/o interfaces 718, and/or the i/o0 ports 710. Through the net-
work devices 720, the computer 700 may interact with a
network. Through the network, the computer 700 may be
logically connected to remote computers. Networks with
which the computer 700 may interact include, but are not
limited to, a LAN, a WAN, and other networks.

While example systems, methods, and so on have been
illustrated by describing examples, and while the examples
have been described in considerable detail, it is not the inten-
tion of the applicants to restrict or in any way limit the scope
of the appended claims to such detail. It is, of course, not
possible to describe every conceivable combination of com-
ponents or methodologies for purposes of describing the sys-
tems, methods, and so on described herein. Therefore, the
invention is not limited to the specific details, the representa-
tive apparatus, and illustrative examples shown and
described. Thus, this application is intended to embrace alter-
ations, modifications, and variations that fall within the scope
of'the appended claims.

To the extent that the term “includes” or “including” is
employed in the detailed description or the claims, it is
intended to be inclusive in a manner similar to the term
“comprising” as that term is interpreted when employed as a
transitional word in a claim.

To the extent that the term “or” is employed in the detailed
description or claims (e.g., A or B) it is intended to mean “A
or B or both”. When the applicants intend to indicate “only A
or Bbut not both” then the term “only A or B but not both” will
be employed. Thus, use of the term “or” herein is the inclu-
sive, and not the exclusive use. See, Bryan A. Garner, A
Dictionary of Modern Legal Usage 624 (2d. Ed. 1995).

To the extent that the phrase “one or more of, A, B, and C”
is employed herein, (e.g., a data store configured to store one
or more of; A, B, and C) it is intended to convey the set of
possibilities A, B, C, AB, AC, BC, ABC, AAA, AAB, AABB,
AABBC, AABBCC, and so on (e.g., the data store may store
only A, only B, only C, A&B, A&C, B&C, A&B&C,
A&A&A, A&A&B, A&A&B&B, A&A&B&B&C,
A&A&B&B&C&C, and 50 on). It is not intended to require
one of A, one of B, and one of C. When the applicants intend
to indicate “at least one of A, at least one of B, and at least one
of C”, then the phrasing “at least one of A, at least one of B,
and at least one of C” will be employed.

What is claimed is:

1. A non-transitory computer-readable medium storing
computer-executable instructions that are executable by at
least a hardware processor of a computing device, the com-
puter-executable instructions comprising instructions for:

receiving, from an entity, an insert request identifying a

subject value, a predicate value, and an object value,
where the predicate value describes a relationship
between the subject value and the object value;
generating a triple sensitivity label based, at least in part, on
one or more of, a sensitivity label associated with the
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subject value, a sensitivity label associated with the
predicate value, and a sensitivity label associated with
the object value;
adding a record to a resource description framework (RDF)
database upon determining that an access label associ-
ated with the entity satisfies a security standard, the
added record including the triple sensitivity label and a
triple comprising the subject value, the predicate value,
the object value; and
upon determining that the added record completes an infer-
ence pattern in the RDF database:
generating an inferred triple, and
adding an inferred record including the inferred triple to
the RDF database, where an inference pattern
describes a set of properties that, if matched by one or
more records, allow one or more additional records to
be derived.
2. The non-transitory computer-readable medium of claim
1, where the sensitivity label associated with the subject
value, the sensitivity label associated with the predicate
value, and the sensitivity label associated with the object
value are obtained from a sensitivity label data store, where
the sensitivity label data store associates sensitivity labels
with values in the RDF database that are not sensitivity labels.
3. The non-transitory computer-readable medium of claim
1, where generating the triple sensitivity label includes select-
ing one of, the sensitivity label associated with the subject
value, the sensitivity label associated with the predicate
value, and the sensitivity label associated with the object
value.
4. The non-transitory computer-readable medium of claim
3, where generating the triple sensitivity label includes select-
ing one of, the sensitivity label associated with the subject
value, the sensitivity label associated with the predicate
value, and the sensitivity label associated with the object
value, that is the most restrictive security.
5. The non-transitory computer-readable medium of claim
1, where generating the triple sensitivity label includes com-
bining one or more of, a portion of the sensitivity label asso-
ciated with the subject value, a portion of the sensitivity label
associated with the predicate value, and a portion of the
sensitivity label associated with the object value.
6. The non-transitory computer-readable medium of claim
1, where generating the triple sensitivity label includes com-
bining one or more of, a portion of the sensitivity label asso-
ciated with the subject value, a portion of the sensitivity label
associated with the predicate value, and a portion of the
sensitivity label associated with the object value that provide
the triple sensitivity label the most restrictive security.
7. The non-transitory computer-readable medium of claim
1, where the added record is added to the RDF database by
one of, inserting the added record into the RDF database, and
updating a record in the RDF database.
8. The non-transitory computer-readable medium of claim
1, where the instructions include instructions for:
adding the inference pattern to the RDF database.
9. The non-transitory computer-readable medium of claim
1, where generating the inferred triple includes instructions
for:
selecting an inferred subject value from one of, a value
from a triple in a first RDF record, and a value identified
by the inference pattern;
selecting an inferred predicate value from one of, a value
from a triple in a second RDF record, and a value iden-
tified by the inference pattern;
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selecting an inferred object value from one of, a value from
a triple in a third RDF record, and a value identified by
the inference pattern; and

selecting an inferred sensitivity label based on a security
guideline identified by the inference pattern.

10. The non-transitory computer-readable medium of

claim 9, where the security guideline identifies one of:

a sensitivity label associated with the inference pattern,

a sensitivity label associated with the inferred subject
value,

a sensitivity label associated with the inferred predicate
value,

a sensitivity label associated with the inferred object value,

a sensitivity label associated with a record from which an
element of the inferred record is derived;

a heuristic for generating a sensitivity label based, at least
in part, on one or more of a sensitivity label associated
with the inference pattern, a sensitivity label associated
with the inferred subject value, a sensitivity label asso-
ciated with the inferred predicate value, a sensitivity
label associated with the inferred object value, and a
sensitivity label associated with a record from which an
element of the inferred record is derived.

11. The non-transitory computer readable medium of claim
10, where the heuristic is implemented by a security admin-
istrator using an extensible framework to receive sensitivity
labels for inferred triple components and to create a sensitiv-
ity label for the inferred triple.

12. The non-transitory computer readable medium of claim
10, where the heuristic generates a unique sensitivity label
that is different from a sensitivity label associated with the
inference pattern, a sensitivity label associated with the
inferred subject value, a sensitivity label associated with the
inferred predicate value, a sensitivity label associated with the
inferred object value, and a sensitivity label associated with a
record from which an element of the inferred record is
derived.

13. The non-transitory computer-readable medium of
claim 1, where the instructions include instructions for:

receiving, from a requesting entity, an information request
identifying a selected record in the RDF database, the
selected record including a selected triple comprising a
selected subject value, a selected predicate value, and a
selected object value, where the selected predicate value
describes a relationship between the selected subject
value and the selected object value; and

selectively providing access to the selected record for the
requesting entity upon determining that an access label
associated with the requesting entity satisfies a security
standard determined by a sensitivity label associated
with the selected triple.

14. A method, comprising:

receiving, from an entity, an insert request identifying a
subject value, a predicate value, and an object value,
where the predicate value describes a relationship
between the subject value and the object value;

generating, by at least a processor, a triple sensitivity label
based, at least in part, on a sensitivity label associated
with the subject value, a sensitivity label associated with
the predicate value, and a sensitivity label associated
with the object value;

adding, by at least a processor, a record to a resource
description framework (RDF) database upon determin-
ing that an access label associated with the entity satis-
fies a security standard, the added record including the
triple sensitivity label and a triple comprising the subject
value, the predicate value, the object value; and
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upon determining that the added record completes an infer-
ence pattern in the RDF database:
generating an inferred triple; and
adding an inferred record including the inferred triple to
the RDF database, where an inference pattern
describes a set of properties that, if held by one or
more records, allow one or more additional records to
be derived.

15. The method of claim 14, where the sensitivity label
associated with the subject value, the sensitivity label associ-
ated with the predicate value, and the sensitivity label asso-
ciated with the object value are obtained from a sensitivity
label data store, where the sensitivity label data store associ-
ates sensitivity labels with values in the RDF database that are
not sensitivity labels, and where generating the triple sensi-
tivity label includes selecting one of, the sensitivity label
associated with the subject value, the sensitivity label associ-
ated with the predicate value, and the sensitivity label asso-
ciated with the object value, that is the most restrictive secu-
rity.

16. The method of claim 14, where generating the triple
sensitivity label includes combining one or more of, a portion
of the sensitivity label associated with the subject value, a
portion of the sensitivity label associated with the predicate
value, and a portion of the sensitivity label associated with the
object value that provide the triple sensitivity label the most
restrictive security.

17. The method of claim 14, where generating the inferred
triple includes:

selecting an inferred subject value from one of, a value

from a triple in a first RDF record, and a value identified
by the inference pattern;

selecting an inferred predicate value from one of, a value

from a triple in a second RDF record, and a value iden-
tified by the inference pattern;

selecting an inferred object value from one of, a value from

a triple in a third RDF record, and a value identified by
the inference pattern; and

selecting an inferred sensitivity label based on a security

guideline identified by the inference pattern.

18. The method of claim 17, where the security guideline
identifies one of:

a sensitivity label associated with the inference pattern,

a sensitivity label associated with the inferred subject

value,

a sensitivity label associated with the inferred predicate

value,

a sensitivity label associated with the inferred object value,
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a sensitivity label associated with a record from which an
element of the inferred record is derived;

a heuristic for generating a sensitivity label based, at least
in part, on one or more of a sensitivity label associated
with the inference pattern, a sensitivity label associated
with the inferred subject value, a sensitivity label asso-
ciated with the inferred predicate value, a sensitivity
label associated with the inferred object value, and a
sensitivity label associated with a record from which an
element of the inferred record is derived.

19. The method of claim 14, comprising:

adding the inference pattern to the RDF database;

receiving, from a requesting entity, an information request
identifying a selected record in the RDF database, the
selected record including a selected triple comprising a
selected subject value, a selected predicate value, and a
selected object value, where the selected predicate value
describes a relationship between the selected subject
value and the selected object value; and

selectively providing access to the selected record for the
requesting entity upon determining that an access label
associated with the requesting entity satisfies a security
standard determined by a sensitivity label associated
with the selected triple.

20. A system, comprising:

receipt logic configured to receive, from an entity, an insert
request identifying a subject value, a predicate value,
and an object value, wherein the predicate value
describes a relationship between the subject value and
the object value;

sensitivity logic configured to generate a triple sensitivity
label based, at least in part, on a sensitivity label associ-
ated with the subject value, a sensitivity label associated
with the predicate value, and a sensitivity label associ-
ated with the object value;

action logic configured to add a record to a resource
description framework (RDF) database upon determin-
ing that an access label associated with the entity satis-
fies a security standard, the added record including the
triple sensitivity label and a triple comprising the subject
value, the predicate value, the object value; and

an inference logic to, upon determining that an RDF record
in the data store completes an inference pattern, generate
an inferred RDF record that includes an inferred triple,
and add the inferred RDF record into the data store,
where an inference pattern describes a set of properties
that, if matched by one or more RDF records, allow one
or more additional RDF records to be derived.

#* #* #* #* #*
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